13. ETHICALHACKING

THEORY 50 Marks

PRACTICAL 50 Marks

COURSE OBJECTIVES
The objective of this Course is to help the students to master an ethical hacking practice.
UNIT |

Introduction to Ethical Hacking- Internet Crime Current Report-Essential Terminology-
Elements of Information Security -Motives, Goals, and Objectives of Information Security
Attacks- Internet Crime Current Report-Essential Terminology-Elements of Information Security
-Motives, Goals, and Objectives of Information Security Attacks

UNIT NI

Hacking Concepts- Why Ethical Hacking is Necessary -Scope and Limitations of Ethical
Hacking -Skills of an Ethical Hacker -Why Ethical Hacking is Necessary -Scope and Limitations
of Ethical Hacking -Skills of an Ethical Hacker

UNIT 111

Footprinting Concepts- Footprinting Terminology -What is Footprinting?-Why Footprinting?-
Objectives of Footprinting-Email Footprinting- System Hacking- Cracking Passwords -Password
Cracking-Password Complexity-Password Cracking Techniques -Types of Password Attacks

UNIT IV

Trojan Concepts- What is a Trojan?-Purpose of Trojans -Indications of a Trojan Attack-Anti-
Trojan Software - Anti-Trojan Software: Trojan Hunter - Anti-Trojan Software: Emsisoft Anti-
Malware.

UNIT V

Types of Viruses -System or Boot Sector Viruses -File and Multipartite Viruses - Macro Viruses
-Cluster Viruses -Stealth/Tunneling Viruses-Encryption Viruses.

Practical Component: 10 simple Hacking Methods.
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